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Xagent X Alerts

Print Server Monitoring Solution Overview

Print Server Monitoring Task

Printers are available in most every organization. Contemporary printers are usually installed on a
network and shared among user groups, departments etc. Centralized printer administration is often
realized through the installation of printers on network servers, and publishing them in Active Directory.
For some organizations, printing is an essential part of day to day operation. Printer administration and
maintenance is a rather routine but very time consuming task for IT departments for at least two reasons:
- Printers are often ignored until an issue arises, at which point a potentially critical business or
technological process has already been impacted
- Routine tasks (such as toner replacement, maintenance scheduling, etc) which could easily be
managed by non-IT staff are often pushed to the IT department because of the critical issues
which may have arisen

The Xagent Alerts Print Server solution is designed to bring visibility into the most common printer
administration problems. This allows the IT department to share routine maintenance tasks, reducing the
amount of time used on printer maintenance and potentially preventing impacts to critical processes. It
also provides a base for more advanced printer management, if required.
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Print Server Solution Concept

There are three pre-configured Events which provide enhanced visibility into the operation of your

organization’s printers.

Dashboard Monitoring

Xagent Alerts Dashboards are used for an on-line visual representation of alert information.

Dashboards are a convenient way for users to monitor the current status of any process, at any time.

Xagent Alerts realizes this monitoring through the following scheme:
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E-Mail Notification - ‘Printer is not available’

The unavailability of some important printers may impact a business or technological process. Ideally, the
resource responsible for these printers must learn about potential issues as soon as possible in order to
prevent unnecessary downtime.

The Event ‘Print Server Monitor - Printer Not Available’ detects printers on the Print Server that have a
status ‘unavailable’ and sends E-Mail Alerts to the desired recipients, with attached details.

Script ‘Printers’ collects No
printers status data on a
Print Server and writes the
data to a file

E

Event ‘Print Server Monitor - Printer Not
Available’ checks if there are unavailable
printers on the Print Server

Yes
Are there printers
unavaiable?

E-Mail with details

%

Print Admin

Monitor - Printer Not Available

If there are problems with printers, the desired recipient(s) receive an E-Mail notification and attached
details:

Print Server Monitor - Printer Not Available

Report Format : Printers - HTML
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E-Mail Notification - ‘Toner is low’

There could be many reasons for printers not functioning properly. Using the WMI Win32_Printer Class,
you may identify problems such as ‘Tray Empty’, ‘Toner Low’ etc.

The Event ‘Print Server Monitor - Toner Low’ detects printers on the Print Server that have status ‘Toner
Low’ and sends E-Mail Alerts to the desired recipient(s), with attached details.

Event -

If there are printers with the status ‘Toner Low’ the desired recipient(s) receive an E-Mail notification and
attached details:

Print Server Monitor - Toner Low

Report Format : Printers - Toner Low HTML
3/26/2000 92740 AM
Device ID Comment Location Driver Name

Dell Laser MFP 1815 PCL 6 Comment Dell Laser MEFP 1815 PCL 6 Off/ Other Low Toner NCXLAPTOP

Printer Status Detected Error State System Name

KagacaALERTE com (Cogyright NOK Toc. 1998-1006.




Print Server Solution — Technology and configuratio n
overview

Xagent connects to a remote print server with defined Script Connection parameters:
remote machine name
user name
user password

Xagent Alerts executes a script which collects WMI Win32_Printer Class data on a Print Server, and
writes this data to a delimited file. Once data is written to the file, a second Xagent Alerts event connects
to that particular file and processes its data, generating formatted reports which can then be sent to the
desired recipients.

All monitoring criteria are defined in Microsoft's WMI Win32_Printer Class. Some key properties, like
printer availability, are valid for all printer types. However, the availability of some advanced properties
depends on the printer manufacturer and the printer’'s corresponding driver.

Xagent Alerts has a pre-configured Print Server example which may be used with minimal changes,
however, it is configured to monitor printers on the local machine. For production usage, it is
recommended to create an Xagent Alerts connection to your corporate print server. The instructions
detail how to configure the built-in solution for your environment.




Configuring Print Server Solution

Set up the Connection to the Print Server

To set up a connection to your Print Server, navigate to Administration —> Configure Data Sources —>
Connections.

Then select Create Connection

Enter the connection name and select the connection type Script:




Click the Save button:

Set up connection parameters, providing Machine Name, User Name and Password. Leave ‘Use WMI’
unchecked:

Important:
- The credentials must be sufficient to run WMI queries on your target Print Server




- If the connection is created on the local machine (where Xagent Alerts is installed), User Name and
Password fields must be left empty

Click Save button:

The connection will be created.

Now, you have to configure additional properties. Find you Print Server connection in the list of
connections and click it:

Click ‘Additional Properties’




Make sure that the following two properties are selected and click ‘Save’

Then close the ‘Additional Properties’ window:

The connection is now ready for use.




Set up the Event for Printers Data collection

Xagent Alerts has a pre-configured Business Event to collect printer data on a Print Server. Some specific
changes are needed to run this built-in Event in your production environment.
Navigate to Events —> Not Activated —> ‘Print Server Monitor - Create Data file’:

Go to the Connection definition:




Select your Print Server Connection and click Save:

A schedule must be set up to run the Event.

Navigate to Schedule, and set the Execution Schedule, depending on your business requirements. Then
click Save:




Now the Event is ready to be activated:

After activation, the Event will be executed according to the defined schedule.
Navigate to Back To My Events —> Activated




To execute the Event immediately, select the ‘Print Server Monitor — Create Data file’ Event and click Run
Now:




Set up the Event ‘Print Server Monitor - Printers D  ata — Dashboard’

The Dashboard Event is 100% configured and needs only to be activated. This event does not require
execution schedule settings because it is automatically triggered by the previous Script Event - ‘Print
Server Monitor - Create Data file'.

To see the Dashboard Event's settings and activate the Event navigate to Events —> Not Activated —>
‘Print Server Monitor — Printers Data — Dashboard’

You may now view the results by navigating to Dashboard —> ‘Print Server Monitor — Printers
Data — Dashboard’




Note:
Rows for printers which are not available are highlighted as defined in the Report




Set up the Event ‘Print Server Monitor - Printer No  t Available’

This Event is mostly preconfigured and requires only the definition of ‘Recipient’ and ‘Execution
Schedule’.

Navigate to Events — Not Activated — ‘Print Server Monitor — Printer Not Available’:

In order to send the Alert to the correct recipient, the communication must be configured and recipient(s)
must be assigned.

Please do not forget to save data changes.

Note:

‘Print Server Admin’ recipients data should be set up earlier by navigating to Administration —>
Communications.

Otherwise you may click ‘+’ to enter an E-Mail address directly.

This Event is not triggered automatically, so the execution Schedule must be configured and saved:




Now that all required configuration is completed, the Event must be activated:

You may click ‘Run Now’ to initiate Event execution immediately.




To view the results, you may navigate to the ‘Statistics’ and check if any alerts were generated. You may
need to click the Xagent Alerts ‘Refresh’ button to update the screen.

If an Alert is generated (there is at least one printer not available), you may navigate to Alerts and view
the actual alert data:




You may click the desired alert to view further details, and the attached report(s).







Set up the ‘Printer toner is Low’ E-Mail Notificati on Event

This Even requires the same configuration as the previous event: the definition of ‘Recipient’ and
‘Execution Schedule’.

Navigate to Events — Not Activated — ‘Print Server Monitor - Toner Low’:

In order to send the Alert to the desired recipient(s), Communication must be configured and Recipients
must be assigned.

Please do not forget to save data changes.

Note:

‘Office Supply Manager’ recipient data should be set up earlier by navigating to Administration —>
Communications.

Otherwise you may click ‘+’ to enter an E-Mail address directly.

This Event is also not triggered automatically, so the execution Schedule must be configured and saved:




Now that all configurations have been completed, the Event must be activated. You may click ‘Run Now’
to initiate Event execution immediately following the same steps as for the previous Event:













