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Xagent X Alerts

Network Devices Availability Monitoring Solution Ov erview

Network Devices Availability Task

It is safe to say that most organizations have some form of network infrastructure. However, in any rapidly
growing network infrastructure, device availability becomes more and more of an issue.

There are thousands of little problems which may all have one common solution — a device is offline.

Xagent Alerts provides a very simple and efficient solution for processing ping requests, and informing IT
Departments of network device unavailability before it actually impacts a business process.
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Network Devices Availability Solution Concept

The Xagent Alerts Network Devices Availability Solution consists of two preconfigured Events, and their
underlying objects. These Events show how easily you may get results and how powerful Xagent is in
solving similar problems.

Network Devices Availability Monitoring - Admin Ale rt

A Ping request is a very simple way to check the availability of a network device, as well as several other
important parameters, such as response time. The Network Devices Availability Monitoring Solution is
based on the following scheme:

Xagent Event ‘Ping - Create Data file’ runs

‘Ping’ script on a local server collecting ping Script ‘Ping’ collects ping Yes No
responses data from predefined network N responses data from network S Device available ? (Statu
devices. devices and writes the data code 0)
It triggers another event: ‘Ping - Monitor Ping to a file Q
Data’
Network Admin

E-Mail with details

Event ‘Ping - Monitor Ping Data’ picks up
dat,a_ﬁle and generates an _Alert 'nfor_mm,g, a Device Address  Protocol Address Response Time Status Code
recipient about network device unavailability. 192.168.1.98 11010

=

Ping - Monitor Ping Data

Report Format - Ping (HTML)
5/28/2009 6:38:21 PM
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Ping - Monitor Ping Data

Report Format : Ping (HTML)
3/28/2009 6:33:24 PM

Device Address Protocol Address Response Time Status Code Timeout (ms)
192.168.1.98 11010 1000
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Network Devices Availability Monitoring — Technolog y and
configuration overview

Xagent Alerts is configured to execute a script which collects data from the WMI Win32_PingStatus class,
for pre-defined network devices. Once data has been collected, it is written to a delimited file. Xagent
Alerts is also configured to process that specific file, and generate alerts and formatted reports.

Xagent Alerts has a pre-configured Network Device Availability example which may be used with minimal
changes. You only need to modify a list of device addresses to ping.

This solution is very simple, but very scalable at the same time. You may create much more advanced
Events to analyze the ping response data which consists of more parameters than used in these
examples.

Configuring Network Devices Availability Built-in E vents

Set up the Event for File Server Data collection

Xagent Alerts has a pre-configured Business Event to collect ping data. Some specific changes are
required to run this built-in Event in your production environment.

Navigate to Events —> Not Activated —> ‘Ping - Create Data file’:

Enterprise Business Activity Monitoring Welcome Administrator (admin) | Help Info | Logout

Dashboard | Portal | Alerts Reports  Utilities | Administration | ¢

XagentEAlerts
i e, I

My Events :: By Status @ “ P &? ‘." ad

Activated Sort By: Event ID4 / Name / Mext Run Schedule / Schedule / Last Run { Activated / Executions

Related Items

Create Event .

Event(s) for Not Activated
Mass Selection Event ID Name Next Run Schedule Last Run User
Salact All
T 100020 1 YRS 5/23/2008 4:52:00 P ADMIN

Activate Event

In order to set up a list of network devices to ping, navigate to ‘Entity’ configuration:
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Enterprise Business Activity Monitoring Welcome Administrator (admin) | Help | Info | Logout

Dashboard |P0rta| |A|em |Events|Rep0rLs| Utilities|Administratinn| H a .,ﬁ

Back To My Events

XagentEAlerts
Business Event = Entity 20N T

Main
Business Model: Script Event: 100020 - Ping - Create Data file

Connection Entity Definition
Business Rules [0]

Business Rule Wizard Field Name Type Field Data

Communication

- Script File Name &) |\DataFiles\Ping.csv” . 192 168.1.98:someprinter:internal web.server
Escalation

At the end of ‘Script File Name’ field find the semicolon-separated list of devices to ping, and modify it
according to your needs.

Field Hame Type Field Data
Script File Name &) l\DataFiles\Ping.csv” [, 192.168.1.98; someprinter;intern al.web.server”
Important!

The devices list must have a space after the preceding comma, as shown in the built-in example (*,”
defines a field separator in a result file).

Save the changes:

Enterprise Business Activity Monitoring Welcome Administrator (admin) | Help | Info  Logout

Dashboard Portal |Alerts | Events Reports Utilities Administration | W 5w Qor

Back To My Events

Xagentx Alerts
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Business Event :: Entity L Reys Forsis)
Main
Entity Business Model: Script Event: 100020 - Ping - Create Data file
Connection

Entity Definition

Business Rules [0]

Business Ruls Wizard Field Name Type Field Data

Communication

Script File Name 9 }\DataFiIea\Ping.ca\f' 5 192.168.1.98;5orneprinter;internal.web.ser\reri

Escalation

You must also configure the Event’s execution schedule, according to your environment needs. Navigate
to ‘Schedule’ and set the needed ‘Execution Schedule’ period, then click ‘Save’
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Now you have to activate the Event

You may click ‘Run Now’ to initiate event execution immediately:




The event will start pinging the list of devices, and write data to the output file.
Set up the Event Monitoring Ping Data

This Event is mostly preconfigured and requires that only a ‘Recipient’ is defined.

Navigate to Events —> Not Activated —> ‘Ping - Monitor Ping Data’:




In order to send the Alert to the desired recipient(s), a Communication must be configured and Recipients
must be assigned.

Please do not forget to save data changes:

Note:

‘Network Admin’ recipients data should be set up earlier by navigating to Administration —>
Communications.

Otherwise, you may click ‘+’ to enter an E-Mail address directly.

Now the configuration is ready and you may activate the Event:

And run it immediately to check the results:




If there is a device in the list which does not respond to ping requests, an alert will be generated and sent
to the defined recipient(s). The process takes several seconds, so you may need to click the Xagent

Alerts ‘Refresh’ button to update the window.

To see the execution results, navigate to the Statistics page. You may need to click the Xagent Alerts
‘Refresh’ button. To view Event execution data, you may click the statistics line when it appears.




If the ‘Total Alerts’ column does not indicate 0, alerts have been generated. You may view the alert(s) by
navigating to ‘Alerts’, and then clicking the desired alert.

You may also view the ‘Report Attachment’:







