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Xagent X Alerts

File Server Monitoring Solution Overview

File Server Monitoring Task

Most organizations utilize some form of centralized file storage, which is absolutely necessary for sharing
data and information at organizational and departmental levels.

IT security standards require strong access control policies and procedures, data backup and restore
strategies, and many other security measures, all of which may be realized only by using centralized data
storage on file servers.

At the same time, every organization that uses File Servers with shared folders has problems with
maintaining available disk space. The amount of stored data can grow exponentially, quickly depleting
what at first appeared to be a limitless capacity. Very often, users tend to keep their private multimedia
files, such as pictures, videos, and music, on corporate shared folders.

IT departments are constantly struggling to keep the situation under control using various technical and
organizational measures, but they miss the most important thing — visibility.

What is going on File Server shared folders? Who or what is using disk space? How many prohibited
multimedia files are there, and how much space are they consuming? Who is responsible for them? How
can storage and capacity be planned?

This is a classic problem which can be attributed to lack of visibility and reactive countermeasures. In
most cases, the IT staff manually monitors the situation on shared folders from time to time, often starting
this process only when a low disk space warning is received. By then, the absence of sufficient free
storage space may have already caused a critical process to be impacted.

The Xagent Alerts file server solution is designed to bring visibility to administrative file server issues. It
automates routine maintenance, preventing unnecessary manual processes and the time associated with
them. Using this solution, you can considerably increase security levels on your file servers, and
proactively prevent impacts to business and technological processes.
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File Server Solution Concept

The Xagent Alerts File Server Solution is comprised of five preconfigured Events and their underlying
objects. They will not cover every aspect of file server administration, however, you may use them as a

starting point when configuring your own file server monitoring activities.

File Server Monitoring Dashboard

Dashboards are very helpful for visualizing information in an online format. A File Server administrator
may use dashboards to create integrated information consoles for each specific server. You can realize
this functionality within Xagent Alerts through the following scheme:

Xagent Event ‘File Server Monitor - Create
Data file’ runs ‘FSMonitor’ script on a target
server with predefined credentials.

It triggers another event: ‘File Server Monitor -
Disks & Shares - Dashboard’

Script ‘FSMonitor’ collects
Disks and Shares data on a

File Server and writes the
data to a file

Event ‘File Server Monitor - Disks & Shares -

Dashboard’ picks up data file and generates a

Dashboard Alert visualizing File Server Disk &
Shares data with a conditional formatting

File Server Monitor - Disks & Shares - Dashboard
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A File Server Admin may monitor key aspects of a file server using a dashboard similar to the following:
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The same event can be utilized to send this report to the desired recipients.




File Server Monitoring - Admin Alert

Some aspects of a file server are especially critical when considering overall system functionality.
Available disk space is one of them. Instead of having system notifications like ‘Disk is full’, which in turn
would lead to reactive actions before critical issues arise, the file server admin can receive ongoing
updates relating to storage availability, allowing them to plan for the installation of new storage or
maintenance on current drives, before anything is adversely impacted.

The following example shows a notification Alert sent to File Server Admin informing that there is less
than 4% free disk space left on the C: drive of a server.

collects No Yes

— - o4

Event - Disks & Shares -

'

left.




File Server Monitoring — Department Share Exceeds L imit

Disk consumption should not be the sole responsibility of the IT department. Departmental managers
work more closely with the end users, and are better aware of resource consumption and future
requirements for their specific departments. Often, it is much easier to control disk consumption at this

organizational level.

The following example shows a notification sent to a department leader, once their department has

exceeded their disk quota.
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File Server Monitoring — Department Share Contains Prohibited Files

Unfortunately, disk space on file servers is often occupied with users’ personal files. Users put video files,
photo albums and other multimedia files into their server shares, which consume large amounts of space.
System administrators usually do periodic checks for these “prohibited” files, however, this takes time
away from their other, more important duties. The following scenario solves this problem quickly and
efficiently.

collects No Yes
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File Server Solution — Technology and configuration
overview

Xagent Alerts connects to a remote file server with defined Script Connection parameters:
remote machine name
user name
user password

Xagent Alerts then executes a script on the remote computer, using the supplied credentials, which
collects the desired information using the WMI classes Win32_L ogicalDisk and Win32_Share. This script
then queries for specified file extensions, and writes the results to a delimited file. Once this file has been
compiled, Xagent Alerts triggers a second event which reads the data within this file, and generates a
report.

This specific example has been configured in Xagent Alerts, and may be used after a few minimal
changes have been made. However, the results will be gathered from the machine Xagent Alerts has
been installed on. For production usage, it is recommended to configure a second connection to a file
server in your IT landscape. The below instructions show you how this can be accomplished.




Configuring File Server Solution

Set up the Connection to the File Server

To set up a connection to a Print Server, navigate to Administration —> Configure Data Sources —>

Connections.

Then select Create Connection

Enter the connection name and select the connection type Script:

Click Save button:




Set up connection parameters, providing Machine Name, User Name and Password. Leave ‘Use WMI’
unchecked:

Important:
The credentials must be sufficient to run WMI queries on a target Print Server computer
If the connection is created to a local (Xagent Alerts) machine, User Name and Password fields
must be left empty

Click Save button:




Connection will be created.
Now you'll have to configure some additional properties. Find your File Server connection in the list of
connections and click it:

Click ‘Additional Properties’




Make sure that the following two check boxes are selected and click ‘Save’:

Then close the ‘Additional Properties’ window:




Click ‘Test Connection’

If the connection is configured correctly you will see

Now the connection to the File Server is ready.




Set up the Event for File Server Data collection

Xagent has a pre-configured Business Event to run file server data collection on a File Server. Some
specific changes are needed to run this built-in Event in a production environment.
Navigate to Events —> Not Activated —> ‘File Server Monitor - Create Data file’:

You may want to modify the list of ‘Prohibited Files’ extensions. To do that you need to go to ‘Entity’
configuration:

And find list of extensions in the ‘Script File Name’ text box:

Important!
Type your own comma-separated list of extensions making sure that is follows the existing pattern and

separated by space on each side from the other neighbour parameters.

Save the changes:




The next step is to define the connection. Go to Connection, select the created ‘WMI Script — File Server’
connection and click ‘Save’:

Then you need to configure the Event’s execution schedule according to your environment’s needs. Go to
‘Schedule’ and set the needed ‘Execution Schedule’ period and click ‘Save’:




Now you have to activate the Event

And click ‘Run Now’




If the configuration is done correctly, the event will start pulling the needed data from the File Server.




Set up the Event ‘File Server Monitor - Disks & Sha  res — Dashboard’

This Dashboard Event is fully preconfigured, and needs only to be activated. This event does not require
execution schedule settings because it is automatically triggered by the previous Script Event - ‘File
Server Monitor - Create Data file'.

To see the Dashboard Event settings and activate the Event, navigate to:
Events —> Not Activated —> ‘File Server Monitor - Disks & Shares - Dashboard’

Click ‘Run Now’




To see the results, navigate to Dashboard - > File Server Monitor — Disks & Shares - Dashboard







Set up the Event ‘File Server Monitor - Disks & Sha res — Admin Alert’

This Event is mostly preconfigured and requires ‘Business Rules’, ‘Recipient’ and ‘Execution Schedule’
definition.

Navigate to Events —> Not Activated —> ‘File Server Monitor - Disks & Shares - Admin Alert’:

Business Rules define conditions for the Event’'s execution. In this particular case you need to set up a
lower limit of free space.

Navigate to ‘Business Rules’ and check the ‘Edit’ box:




You can now configure the desired ‘Disk Free Space’ to alert on, and save your changes.

Uncheck the ‘Edit’ checkbox:

In order to send the Alert to the correct recipient, a Communication must be configured and recipient(s)
must be assigned.

Please do not forget to save data changes:




Note:

‘File Server Admin’ recipient’s data should be set up earlier by navigating to Administration —>
Communications.

Otherwise you may click ‘+’ to enter an E-Mail address directly.

This Event is not triggered by another one like the previous Dashboard, so you must first configure the
execution schedule. Navigate to Schedule, set up the time, and save the settings:

Now the configuration is ready and you may activate the Event:




And run it immediately to view the results:




If there is a logical disk on the File Server with free space less than your configured amount, an alert will
be generated and sent to the defined recipient. The process takes several seconds, so you may need to

click the Xagent Alerts ‘Refresh’ button to update the window.

To see the execution results, navigate to Statistics. You may need to click the Xagent Alerts ‘Refresh’
button. You may then click the event’s execution data line, once it has appeared.




If the ‘Total Alerts’ column does not indicate 0, alert(s) have been generated. You may view the alert by
navigating to ‘Alerts’, and clicking the desired alert to view:

You may also open the ‘Report Attachment’:







Set up the Event ‘File Server Monitor - Department ~ Share Size’

This Event is mostly preconfigured and requires only that ‘Business Rules’, ‘Recipient’ and ‘Execution
Schedule’ are configured.

Navigate to Events —> Not Activated —> ‘File Server Monitor - Disks & Shares — Department Share Size’:

Business Rules define conditions for the Event execution. In this particular case, you need to configure
the lower limit of free space.

Navigate to ‘Business Rules’ and check the ‘Edit’ box:




The ‘Share Name’ and ‘Share Size (Bytes)' can now be updated:




Uncheck the ‘Edit’ checkbox:

To ensure that any alerts are delivered to the correct recipient, a Communication must be configured and
the recipient assigned.

Please do not forget to save data changes:

Note:
The communication recipient(s) ‘Department Head’ should be configured beforehand by navigating to

Administration —> Communications.

Otherwise you may click ‘+’ to enter an E-Mail address directly.

This Event is not triggered by another one like the previous Dashboard, so an execution schedule must
be configured. Navigate to Schedule, set up the time, and save the settings:




Now the configuration is ready and you may activate the Event:

And run it immediately to view the results:




If the predefined size limit of the Department Share is reached, an alert will be generated and sent to the
defined recipient(s). The process takes several seconds, so you may need to click the Xagent Alerts

‘Refresh’ button to update the window.

To see the execution results, navigate to Statistics. You may need to click the Xagent Alerts ‘Refresh’
button. Once execution has completed, you may click the Event execution data line when it appears.
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If the ‘Total Alerts’ column does not indicate 0, alert(s) have been generated. You may view the alerts by
navigating to ‘Alerts’, and clicking the desired alert.

You may also view the ‘Report Attachment’:
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Set up the Event ‘File Server Monitor - Prohibited Files

This Event is mostly preconfigured and requires only that ‘Business Rules’, ‘Recipient’ and ‘Execution
Schedule’ are defined.

Navigate to Events —> Not Activated —> ‘File Server Monitor — Prohibited Files':

Business Rules define conditions for the Event’'s execution. In this particular case, you need to define a
‘Share Name’, which defines the network share’s name, and ‘File Extension Count’ which stipulates how
many “prohibited” files are needed to produce an alert.

Navigate to ‘Business Rules’ and check ‘Edit’ box:




Now you are able to customize the business rules, and update:

Uncheck the ‘Edit’ checkbox:
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In order to send the Alert to the correct recipient, a Communication must be configured, and the desired
recipient(s) assigned.

Please do not forget to save data changes:

Note:

The communication ‘Department Head’ should be defined earlier by navigating to Administration —>
Communications.

Otherwise you may click ‘+’ to enter an E-Mail address directly.

This Event is not triggered by another one like the previous Dashboard, so an execution schedule needs
to be defined. Navigate to Schedule, set up the time, and save the settings:

Now the configuration is ready, and you may activate the Event:
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And run it immediately to view the results:




If the conditions of the Business Rules are met, an alert will be generated and sent to the defined
recipient(s). The process takes several seconds, so you may need to click the Xagent Alerts ‘Refresh’

button to update the window.

To see the execution results, navigate to Statistics. You may need to click the Xagent Alerts ‘Refresh’.
You may then click the Event execution data line when it appears.




If the ‘Total Alerts’ column does not indicate 0, alert(s) have been generated. You may view these alerts
by navigating to ‘Alerts’, and then clicking the desired alert.

You may also view the ‘Report Attachment’:







