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Event Log Monitoring Solution Overview

Event Log Monitoring Task

In Microsoft Windows operating systems, large amounts of information are stored in the system Event
Logs. System Administrators should perform scheduled reviews of these logs, monitoring for errors,
security audit failures, and many other problems.

However, in practice, System Administrators simply do not have enough time to review every Event Log
for every system in their infrastructure; in many instances, the task is literally impossible. Thus, it is
common practice that an administrator will only sift through the Event Logs when an issue has already
occurred, and they require further information to resolve the situation. Sometimes, it is already too late — a
critical business or technological process has been negatively impacted.

How to reveal the needed information timely and forward it to a right person? This question is completely
relevant to the Log monitoring task.

The Xagent Alerts Event Log solution provides an easy and effective way to monitor Event Logs, and
notifies the correct resource of problems in real-time, allowing you to proactively manage issues before
they impact critical processes.

Event Log Monitoring Parameters

The Xagent Event Log Monitoring Solution consists of the two key objects:
- Connection , which defines a computer to monitor and access credentials to that computer
- Event, which defines alerting conditions and properties, and sends predefined Reports to
predefined recipients
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System Event Log Monitoring Event Example

The built-in ‘System Log Monitoring’ Event architecture can be illustrated by Xagent Visual Composer,
which is very useful for visualizing Xagent Alerts solution schemes. Below is a scheme for the built-in
example:

£y Type: Event Log Table Name: 120_ELOG
‘A_J Name: System Log (Local)
Machine Name/Address: . Creation Date: {DATE}

Messzage Type: 1
Log File: System
Source

Event

1]
3
gl
E Event Name: Syztem Log
Event Number: 100025
Schedule: Every 1 DAY'S =—

Category: Unaz=igned
Next Run: S/28/2010 F‘ricrrit'_.r: High
228:27 PN Interface Event: Falze
Next Run: S/28/2010 2:26:27 PM
Alert

(o) Email Subject:
\ ' 7

Attachment: No
Summary: Yes
Attach Link Documents: Falze

Communication Message:

1 T T 1
- ~ © © © ©

Name: Event Log (HTML ID: 2

Form Advanced) Type: Email

Type: REGULAR Name: Super Admin
Format: HTML FORM Address:

Html Form File: super.admin@company.com

Event_Logs_Adwvance htm

If there are any Errors in the System Event Log of the target computer, a recipient receives an E-Mail
message with a formatted HTML attachment:
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Event Logs

ID;23663error

Record Humber:23663

Time Generated ; 6:59:23 &M

Time Written ; 6:59:23 AM

Computer Name: NCXLAPTOP

User:hia

Event Type :error

Source Name :Dhcp

Message

network address

Your computer has lostthe lease toits I[P address

an the Metwaork Card with

IDc23741error Record Number:23741
Time Generated : 10:02:49 AM Time Written : 10:02:49 AN
Computer Name: NCXLA User:MCXL er_va

Event Type :error

Source Name :DCCM

Message

the configured protocols.

DCOM was unable to communicate with the computer CompanyFileServer using any of

ID:23v42error Record Number23742
Time Generated : 10:03:10 AM Time Written : 10:03:10 AM
Computer Name: MCxXLA User:MCKl ier_76

Event Type :error

Source Name :DCCOM

Message

the configured protocols.

DCOM was unable to communicate with the computer CompanyFileServer using any of
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Configuring Built-in System Log Monitoring Example

To configure the built-in System Log Monitoring Example for your environment, you need to modify both
the Connection and the Event.

Set up System Log Monitoring Connection

The example is configured for the local machine (i.e., the computer where Xagent Alerts was installed).

To configure a connection to a remote computer, navigate to Administration —> Configure Data Sources —
> Connections.

Enterprise Business Activity Monitoring Welcome Administrator (admin)  Help | Info | Logout
Dashboard Portal | Alerts Events  Reports | Utilities ) Q0
Xagent A Alerts
i )
Administration :: Admin Options @ P ﬁ? g’ ad

Status
Configure Mail Server Configure Data Sources

Configure Data Sources |

Business Activity Models

Manage Users Q @
.,
Configure Global Settings D’" u
[ErEns Besiiianie Connections Down Time
Configure Communications

Related Items

Quick Links
Viewing State : All Users

ANCX

Click ‘Create Connection’

Enterprise Business Activity Monitoring Welcome Administrator (admin) | Help | Info | Logout

Dashboard |Porta| |Alerls |Evems|Reporls|Utilities|Adminisﬁation| FEXAR S

Back To System Administration

XagentE Alerts
Administration :: Xagent Event Connections @ ﬂ e 9 g’ ald

Create Connection |

Sort By: |ID4/ Type / Name
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Enter the Connection Name and Select the Type ‘Event Log’

/2 xagent:Connections - Create Xagent Conneckion = Wi = |EI|£|

Option
Connection Mame

Connection Type

Create Xagent Connection

| —vent Log - MachineMame |

oDBC TI

oDBC
SAP R/3
File
Directory
Saipt
ETE

¥ ¥E

| eyeesy |

Enter Machine Name or |IP address, User Name and Password:

Enterprise Business Activity Monitoring

Dashboard | Portal | Alerts | Events |Reports | Utilities | Administration |

Welcome Administrator (admin) | Help  Info | Logout

Related Items

Viewing State : All Users
D

NCORPORALTED

Save the connection:

Back To Xagent Event Connections

Administration :: Xagent Event Connection

Connection Definition

Quick Links Event Log - Connection Values

N : Connection Name
@( X Machine Mame/Address
User Mame

Password

0

XagentZ Alerts
2000007

[Event Log - MachineName

[MachineName |

UserMame
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After you save a new connection you may test the connectivity. Select the created Connection:

Click ‘Test Connection’:




If the settings are correct you will see:




Set up the System Log Monitoring Event

Xagent has a pre-configured ‘System Log Monitoring’ Event. Some specific changes are needed to run
this built-in Event in your environment.

To configure the Event, navigate to Events -> Not Activated - > System Log Monitoring:

Point this Event to your Connection and Save the Event:

You may want to select Message Type, Log File and Source. It is possible to set up in the ‘Entity’ section:




Note:

Creation Date is set up for the keyword {DATE+0} which represents the current date. You may use
{DATE-N}, where N is the number of days before the current date.

The next step is to configure an Alert recipient and save the configuration:

Note:

The ‘Super Admin’ communication’s e-mail address can be configured by navigating to Administration —>
Communications. Likewise, new Communications can be configured from this section.

Otherwise you may click ‘+’ to enter an E-Mail address directly.

Once you have configured the alert recipients, you may also want to modify the schedule (i.e., how often
this event will execute and filter Event Log data)

Set up the required parameters and click ‘Save’




Now the event is ready to be activated:

And executed:




If Event Log entries were found on the target machine which met the specified criteria in the Entity
section, an alert will be generated and sent to the defined recipient.

The process takes several seconds, so you may wish to click the Xagent Alerts ‘Refresh’ button to update
the window.

To see the execution results, navigate to the Statistics page, click the Xagent Alerts ‘Refresh’ button, and
once the Run Log appears, click the Event execution data line.




The ‘Total Alerts’ column indicates how many alerts were generated. You may view the alert(s) by
navigating to ‘Alerts’, and clicking the desired row:

You may also open any attached reports:










